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SECURITY
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COUNCIL

The Authority will present on the impact of the annual strategic review on the work
programme.

Note: This paper has been prepared for the purpose of Security and Reliability Council.
Content should not be interpreted as representing the views or policy of the Electricity
Authority.
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The SRC held their annual strategy session at the 6 August meeting. At the session
the SRC split into three groups and brainstormed potential areas of focus for the
SRC over the next three years, in order to build trust and confidence in the security
and reliability of the system.

The Authority’s chief strategy officer (CSO) and secretariat took the outputs of the
three groups and sorted them into five broad themes. These themes are:

a) Performance of network owners and operators: how do we know network
operators and owners (covering both transmission and distribution) are doing a
good job and managing their risks appropriately?

b) Impacts of new technology: how do we monitor the impacts of new technology
and assess the ability of the system to absorb and take most advantage of
these technologies?

c) Cyber-security: how do we ensure the sector is managing and adapting to these
constantly evolving risks on an ongoing basis?

d) Impacts of disruption on the longer-term outlook for security and reliability: how
do we ensure the sector remains secure and reliable through significant
changes in demand and supply?

e) Resilience of the system to sudden, unexpected shocks: how do we ensure the
sector is resilient to shocks?

We have taken the output from the three groups and presented them in the diagram
below.

This paper is to discuss and confirm with the SRC that these are the appropriate
areas of focus/themes of work for the next three years.

Following this meeting, the secretariat will rearrange the current programme of work
under the new themes and identify the new areas in which the SRC will need to
determine its preferred approach (such as the review of the performance of network
owners and operators).

The revised work programme will be brought back to the SRC at its first meeting in
2021.
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SRC: Potential work programme themes

The following 5 key themes emerged from the SRC’s August breakout session.

Performance of
network owners and
operators

How do we know that network
operators and owners (covering

both transmission and

distribution) are doing a good job

and managing their risks
appropriately?

Performance assessments

Risk management

Incident management

Workforce management and
development

Management of internal
separation of duties (e.g.
between network owner and
network operator functions)

Impacts of new
technology

How do we monitor the impacts
of new technology and assess
the ability of the system to absorb
and take most advantage of

these technologies?

Security

Standards and regulation

Investment and market settings

Monitoring and enforcement of
the above

Cyber security

how do we ensure that the sector
is managing and adapting to
these constantly evolving risks on
an ongoing basis?

Risk and threat identification and
management

Reporting of incidents

Dissemination of information

Impacts of disruption
on the longer-term
outlook for security

and reliability

How do we ensure the sector
remains secure and reliable
through significant changes in
demand and supply?

Lumpy decommissioning
decisions
(including Tiwai and Huntly)

Government intervention (e.g.
Onslow PS announcements)

Policy decisions (e.g. 100%
renewables, offshore oil and gas)

Longer-termfuel outlook (e.g.
climate change impact on hydro,
thermal fuel supply)

Ability of the settings for
investment (e.g. Part 4,
Transpower IPP, market) to
deliver appropriate levels of
security and reliability, and
evolve over time

Climate change mitigation and
adaptation
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Resilience of the
system to sudden,
unexpected shocks

How do we ensure that the sector
is resilient to shocks?

Identification of potential shocks

as they emerge (e.g. COVID-19,

major transmission or fuel supply
outages)

Industy's planning and risk
management for short- and long-
term shocks

System resilience to and
readiness for short-term shocks
(e.g. AUFLS, black start)

Post-incident review and learning
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SRC: Potential work programme themes continued

There is a strong theme of communication with consumers and other stakeholders throughout the group’s output. This is primarily the Authority’s
role, and the under its terms of reference the SRC does not have a media relations function or responsibility, but there is a question for the SRC to
consider about what public information and/or comment from the Authority would be valuable at particular points in time. The SRC’s meeting papers
themselves do become public record and could be referred to by the Authority. The SRC could be a lead advisor to the Authority in this respect.
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